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ABSTRACT

A secure, keyless authentication strategy for irmagg@roposed based on restricted geometric tramafmons. In
contrast with conventional digital watermarkingheijues where geometric transformations on theecastof an image
are considered undesirable, the proposed WaQl schaitizes the restricted variants (of the quanttersions) of these
transformations as the main resources of the watdr@mbedding and authentication circuits. Thiadsomplished by a
careful analysis of the classical content of thedge+watermark pair, based on which a bespoke watkrmap that
translates into the gate sequences of the quantaermwark embedding and authentication circuiteadized. Simulation-
based experimental results involving the class{cal conventional or non-quantum) simulation oé timput images,
watermark signals, and quantum circuits yieldedb% 2mprovement in terms of overall watermark-emidegccapacity
and between 7% and 50.7% in terms of the visiblityuof the watermarked images in comparison vegect digital
watermarking methods for various pairs, thus, destrating both the feasibility and capabilities bé tproposed WaQl
scheme when the necessary quantum hardware aieedephysically. This strategy work for more thaigée quantum

data and open the door for other applications glsopport quantum data.
KEYWORDS: Quantum Image, Authentication, Geometric Transfdiona Watermarking, Watermarking Circuit
I. INTRODUCTION

Information is inevitably tied to a physical repgagation and therefore to the restrictions andipiigies related
to the laws of physics and the parts of it avadainl the universe [13]. Whether this informationrépresented by an
engraving on a stone tablet; a spin up or down;ptiesence or absence of a charge; a hole in a prardh a mark on
paper; or some other equivalent, what is certathas some physical entity is necessary for its @ibent [13]. Quantum
information processing is focused on informationogda physical representation is confined withinrég&m of quantum
mechanics. Therein, the information carrying mediand manipulations of such states are dictatedhlyquantum
mechanical properties inherent to the medium, hegisgng birth to the quantum computing paradigmnt of these
properties such as entanglement, superpositiorsarwh have no classical (conventional or non-quahtnalogues, and
are harnessed for various purposes such as unicoradly secure transmission of information [19],daspeeding up
certain classical computations [2]. In fact, phgbienplementations of the qubit and gates to mdatput are available

from different approaches [19].

As with classical data on classical computers,ghpsgntum data that we seek to process such ags$meth be
susceptible to all kinds of abuse. Watermarkindigital images has found enormous success as athéihdiscouraging
illicit copyright and description of material oraskical computers [4, 5, 9, 10, 17, and 18]. Ireotd guard against their

abuse extending similar techniques to quantum dpfsears imperative. Quantum cryptography: involvingstly the
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exchange of information between the famous Alicd &ob security protocol notations over a quanturanciel, is
considered as one of the most advanced areas ofupi@omputation [19]. As a result, the few avd#alierature tend to
interpret quantum data watermarking in terms offplications [7, 8]. None of these previous attenjp, 8] was based
on a quantum representation for the images andrmvat& signals. This proposal marks a slight deparfoom this
direction. Moreso, since on quantum computers ademcepts and representations for a quantum inthge4] and 21]
like its representation as a qubit lattice [21],aRkept, and more recently its flexible represeota(FRQI) [14] have
already been proposed. In terms of operations tmgss the contents of these images, quantum spgoakssing
transformations like Fourier [14], wavelet [6] adidcrete cosine [22, 20] transformations have h@eposed and proven

to be more efficient than their classical versifirty.

The formulation of the quantum Fourier transformoad classical analogy is employed as the basitae$ical
convolution and correlation operations raised adbhope for the prospect of realizing applicatidhat utilize these
operations such as image processing, signal priogegsattern matching and many more on the quartamputing
framework. However, these hopes have been dashédwualation of some key laws of quantum mecharigsthe
component step-wise multiplication of vectors aftetial Fourier transforms, which is a key steptioé convolution and
correlation operations. There by, foreclosing thesgibility of directly performing the convolutionné correlation
operations on a quantum state [1]. The no-cloniveptem provides another lack of accessibility seffeby quantum
information in comparison to its classical coungetp This theorem provides a rather peculiar comergnon the
impossibility of directly copying the informatiomeoded in a quantum state. Together, these praodee impossible
processing operations on quantum computers, hémtker demonstrating the fundamental differencevben quantum

and classical information processing.

Based on the flexible representation of quantumgasaFRQI [14], fast geometric transformations aarqum
images, GTQI, were proposed in [15,16]. To accoshpthe watermarking and authentication of quantmages (WaQIl)
scheme, these two proposals are adopted for the images, watermark signals, and as the main ressuo realize the
watermarked images and their subsequent autheaticathroughout the remainder of this paper, welsdesume that
these FRQI input images (and watermark signalsfaar-tolerant and the congenital error inherenthte resources used
to manipulate them (the GTQI operations) are lass the accuracy threshold as alluded to earlience, a quantum
computer with in-built error correction is assumé&be second assumption on which the proposed Wes@dgol is built is
that the classical versions of the image—watermpaiks are used to prepare their quantum versionstlzat the two are
exact replicas of one another. The preparatioh@fRRQI quantum image state has been discussemliidy in previous
literature and is considered outside the purvievihig present discussion. Interested readers &ered to [12,14] for
FRQI state specific preparation procedures andffir9% generalized account on quantum state prépar&onsequently,

the main contributions of this paper are gearedhtda:

II. BACKGROUND ON QUANTUM COMPUTATION, REPRESENTATI ON OF QUANTUM IMAGES
AND GENERAL FRAMEWORK OF GEOMETRIC TRANSFORMATIONS

2.1. Background on Quantum Computation

A quantum computer is a physical machine that caeat input states which represent a coherent papi¢ion
of Many different inputs and subsequently evolventhinto a corresponding superposition of outputsnfutation, i.e. a

sequence of unitary transformations, affects siamalbusly each element of the superposition, gengrat massive
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parallel data processing albeit within one piecéafdware [3, 19]. The smallest unit to facilitatech computation, the
qubit, has logical properties that are inherentiffecent from its classical counterpart, the bithNg bits and their
manipulation can be described using two constdhen@ 1 or true and false) and the tools of booédgebra, qubits, on
the other hand must be discussed in terms of \&ctoatrices, and other tools of linear algebra. Stage of a quantum
system is described as a vector in a complex Hilspace which is called a ket in the Dirac or quantmechanical

notation. Various gates which are used in the ssation of Quantum Computation are shown in idur
2.2. Flexible Representation for Quantum Images, FQI

Inspired by the human perception of vision, and fihel representation for images on classical caemgy a
representation for images on quantum computersudag information about the colours and correspoggosition of
every pixel in an image, called, the flexible regmatation for quantum images (FRQI) was propos¢ddhThis proposal

integrates information about an image into a quardtate as shown below:-

[Fcoyy = 21— ZZ] ey @ |i). (1)
lciy = cos ;]0) + sin@|1), @ < [og]. L i A, (2)
Where j0i, jli are 2-D computational basis quanstates, hO; hl; .. . ; h22n_1 is the vector ofemgncoding
colors and jii, for i = 0,,. . .,2(n _ 1) are 2(n-Domputational basis quantum states. There arep@awts in the FRQI

representation of an image; jcii and jii which esleanformation about the colors and their corresiiom positions in the

image, respectively.

Gate Notation Matrix representation
NOT gate 0 1
—— i o)
1 0 0 0
Controlled NOT gate 0o 1 0 0
I 0o 0 0 1
0o 0 1 0
[1 0 0 0 0 0 0 0]
R G 01 0 0 0 0 0 0
o 0 1 0 0 0 0 0
Toffoli gate N S 00010000
g o o o 1 0 0 0
® 0O 0 0 0 0 1 0 0
0O 0 0 0 0 0 0 1
10 0 0 0 0 0 1 0]

Figure 1: Representing Various Gates Used in Quantn Computation

The complexity of the circuits are O(n), since thamber of CNOT gates are 3n for each circuit [1p,0dher
complex geometric transformations such as the gahal rotation can be realized using various coations of the flip
and coordinate swap operations [15, 16]. The toansfd versions realized by applying the vertice, fhorizontal flip,

and coordinate swap operations on the 8 * 8 biimaage in Figure 2(a) are presented in Figure 2¢))—(
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© (d)
Figure 2: (a) Original 8 * 8 Image and Its Resultig Output Images after Applying in (b) The Vertical Flip,
(c) The Horizontal Flip, and in (d) the CoordinateSwap Operations, Respectively

I RESTRICTED GEOMETRIC TRANSFORMATIONS ON QUANTUM  IMAGES

When geometric transformations are well understaftbn, designers of new operations would want $e u
smaller versions of the transformations as the ntamponents to realize larger operations. By imppsadditional
restrictions to indicate specific locations, thensformations described in Sectidrcan be confined to smaller sub-areas
within a larger image [114s seen in Figure 3. This figure indicates theitpaming of an image into smaller sub-areas. On
guantum computers, such partitioning can be acdshgal by imposing the appropriate control condgitm specify the
specific areas of interest. In fact, by specifythg sub-areas and imposing the necessary constrainttiple geometric
transformations can be performed on a single FR@Qe. We shall refer to such operations that aticted to smaller

sub-areas of an image as the restricted geomegrisformations on quantum images or simply as rGapgrations.

Upper half Upper half

2" x2" Image

Left Right

Lower half Lower half |Lower half

i i iii
Figure 3: Demonstrating the Use of Additional Contol to Target a Smaller Sub-Area in an Image

In the FRQI representation, the realization of ¢hkisid of transformations become simple by usingentmntrol
over the original transformation. In doing so, tt@mplexity of the circuit increases in comparisoithwthe original
transformation in terms of both the depth and nunolbéasic gates in the circuit. As an example staer transformations

that have effect on sub-areas of an image, sapifig the content of the lower half of an image laihéaving the rest of
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the image unaltered. This kind of operation requ@gtra information to indicate the sub-area inithage that the original
transformations will be performed. From the quantcincuit model, the extra information about thidsarea (i.e. the

lower half) is expressed in terms of control coiodi$ of controlled quantum gates, for example CN®DToffoli gate.

The lower-half sub-area of an n-qubit sized imagetains positions in the form jlyn_2 . . . yOijA.control
condition from the qubit yn_1 is required to coefithe restricted GTQI operation to this sub-araachSa control
condition is indicated by the _ (for 1), control gubit yn_1 as shown Figure 4. To flip the entioatent of the lower half
as specified, the flip operation (with target gaesigned on the appropriate qubits) as discuss8eédtion 2 is used. The
circuit elements to perform such a flip operatidong the horizontal axis are the NCT gate librayspecifically in this
case the inverter NOT gate along the x-axis as shinwigure 4. Applying such an operation to fliye lower half of the 8

* 8 binary image, i.e. 3 qubits, in Figure 2(ak tlesulting transformed image is shown on the JilgliRigure 4.

Y1 L
|

Yp-2 — —

Ho - #
Lrp—1 i
Lp—2 :_-L

Ty ———

Figure 4: The Control on the Yn_1 Qubit in the Cirauit on the Left Divides an Entire Image Into
It's Upper and Lower Halves. Using This Control, tre Circuit on the left shows how
the Flip Operation Can Be Confined to the Lower Haf of an Image. The Figure to
its Right Shows the Effect of Such a Transformatioron
the 8 * 8 Binary Image inFigure 2(A)

CONCLUDING REMARKS

A watermarking and authentication strategy for dquen images, WaQl, based on restricted geometric
transformations is proposed. The scheme was basécmsforming the geometric content of an imagerater to obtain
its watermarked version as dictated by a waterreankedding circuit unique to that image—watermark gae purpose
of the WaQ strategy is to insert an invisible watark signal onto a quantum image in order to pceda watermarked
version of the same size as the original image. Hs#ricted variants of the GTQI operations areduae the main
resources to transform a specific pixel or groupigéls within an image. Exploiting this, a bespalet of representations
for each image—watermark pair referred to as thatéwnark map’ that essentially blends the pair iatcsingle
representation using the blending operator was qe®gh. The resulting watermarked image shows nce trdcthe
watermark signal, thereby, making the proposedraehavisible. The authentication procedure to dagethe true owner
of the watermarked image on its part (relying oa thversible nature of quantum circuits) does eguire a key to
accomplish, thereby making the proposed strategleks. The proposal was evaluated using simulaiqreriments on a
classical computer with different image—watermaaicg These simulation-based experiments demoedtthe feasibility
of the proposed WaQI strategy in addition to outprening some select digital watermarking methodseirms of their

overall watermark capacity and the visible qualdf the watermarked images. The proposed strategproszen
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computationally efficient, typically, O (klog2N)e@ending linearly on the number of gates, k, reguto accomplish the
transformations for each N-sized image—watermark [d]. The choice of target image for the embeddof the

watermark signal is reversible between every imaggermark pair. Overall, the proposal contributasards laying the
foundation for the watermarking of quantum datee Phoposal advances available literature gearedriswsafeguarding
guantum resources from unauthorized reproductiahcamfirmation of their proprietorship in casesdidpute leading to

commercial applications of quantum information.
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